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Worms at War...  

Definitions

� Virus: a computer program that can infect other 
computer programs. Requires an action by a user 
to infect (execute, open, browse etc).

� Worm: a computer program that can infect other 
computer programs. Spreads via security 
vulnerabilities (Unicode, Lpd, Portmapper etc) and 
does not require any action by users.



Worms



Worm - initial probes
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Worms - continuous exploit
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Recent Worms
� Ramen Worm - (2001)

� Red Hat 6.2 and 7.0 
index.html changed, backdoor installed

� 1i0n (Lion Internet Worm) - (2001)
� BIND Tsig exploit

� CARKO Worm (2001)
� Sun Solaris snmpXdmid buffer overflow

� Cheese Worm (2001)
� Cleans up after the Lion Worm

� Sadmin/IIS Worm (2001)
� Solaris and IIS 4.0/5.0



Recent Worms

� DoS.Storm.Worm - (2001)
� Unicode exploit
� Performs DoS attacks on Microsoft.com and 

mailbombs Bill Gates

� Code Red Worm - (2001)
� .ida buffer overflow in IIS 4.0 and 5.0 plus 

Cisco 600-series DSL routers
� DoS attack on Whitehouse.gov



Worm collection



Ramen Worm



Lion Worm

• BIND TSIG exploit

• Deletes all index.html files by overwriting:
echo 'Powered by H.U.C(c0011i0n).-----1i0n Crew’
>index.html



1i0n Worm



Lion Worm



Lion Worm

•t0rn rootkit
/bin/ps
/bin/netstat
/usr/bin/top
/bin/ls
/usr/bin/find
/sbin/ifconfig
/usr/bin/du
/bin/in.telnetd
/usr/sbin/in.fingerd
Logfiles deleted

• Backdoors installed



"CARKO" Worm

• Installing the ‘CARKO’ DDoS tool 
(similar to “Stacheldraht + antigl + yps”) 

• Using Root exploit: snmpXdmid
(buffer overflow in Sun Solaris ‘DMI to 
SNMP mapper daemon’)



Distributed Denial-of-Service Attack

ClientsAttacker Agents Firewall TargetInternet



Cheese Worm

• Scans for port opened by the 1i0n worm
(TCP 10008)

• Cleans up after the worm and removes 
rootshells from inetd.conf

• Apparently not written with malicious intent



Sadmin/IIS Worm



”Sadmind/IIS" Worm

At least 9000 Microsoft IIS servers was 
hacked in just 48 hours

Estimate: 100.000 - 1.000.000 servers 
defaced by the worm



”Sadmind/IIS" Worm



”Sadmind/IIS" Worm

Spreads from Solaris to Microsoft IIS 
4.0 and 5.0

4 files added to C:\ , C:\InetPub and 
every subdirectory under C:\InetPub :
default.asp, default.htm, index.asp, 

index.htm



Sadmin/IIS Worm - initial scan
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Sadmin/IIS Worm -
2000 defacements each sadmin
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A single installation of the worm defaces 2000 IIS Web sites



Sadmin/IIS Worm - scan
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Explosion in scans to port 80 (http)



Sadmin/IIS Worm + 
2 other copies of cmd.exe



”Sadmind/IIS" Worm

Many people don’t remove the backdoor when they clean up
after the incident

The unicode vulnerability is still not patched on many
of the servers



DoS.Storm.Worm

Attacks Microsoft IIS with the Unicode vulnerability

Performs denial of sevice attack against http://www.microsoft.com
plus email bombing that sends emails to gates@microsoft.com
with the text "Fuck you!”

Scans 10.000.000 IP-addresses for unicode (can degrade 
network performance in itself)



Code Red Worm
Servers configured with English language and those infected with the later 
variant will not experience any change in the served content.
Other worm activity on a compromised machine is time sensitive; 
different activity occurs based on the date (day of the month) of the system clock.

Day 1 - 19: The infected host will attempt to connect to TCP port 80 
of randomly chosen IP addresses in order to further propagate the worm.
Day 20 - 27: A packet-flooding denial of service attack will be launched 
against a particular fixed IP address
Day 28 - end of the month: The worm "sleeps"; 
no active connections or denial of service

In the earlier variant of the worm the following defacement on all pages 
requested from the server:
HELLO! Welcome to http://www.worm.com! Hacked By Chinese!

All activity, including defacement, in memory. Re-boot ‘removes’ the worm



Initial spread: Code Red Worm v1and v2

Day 19



Code Red Worm v1



Attacks on port 80



August 1st - Round 2



Code Red Worm - Round 2



Round 2



Round 2 - unique hosts per 10 min.



Worm collection

High: 12AM and 0PM
Low:  20PM and 08AM


