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KPMG IT Risk Management

KPMG IT Risk Management: 15 [T - 35 mand
2100 personer worldwide
Penetrationstest: 5 mand | Danmark



KPMG Teamet

5 teknikere
Erfaring fra Neupart & Munkedal, Vigilante, Defcom,
andre revisionsfirmaer, m.v.

Store ressourcer pllat ft Ige med pUinternettet



KPMG pen-test worldwide

100 teknikere
Vi udft rer opgaver | udlandet

Inviterer specialister til DK

Meget aktiv mailingliste
Database
Intranet (stort)
Interne konferencer (HackNet)



Netvllrk




Typisk (lille) netvOrk

Interne
netvlrk




Sikkerhed og
sikkerhedstest



Number of incidents reported
2000-2002

2000-2002

I 2000 2001 1.kvartal 2002
Hllndelser 21.756 52.658 26.829

' 2002 KPMG



Slrbarheder

Eksempel pUslCrbarheder

[ msadc/ .. %255c../..%55c../..%255c../w nnt/systenB2
[ cnd. exe?/ c+dir +c:

[ scripts/root.exe?/ c+dir+c:\

[scripts/iisadm n/bdir.htr??c:\



A Zone-H.org - IT Security Information Network. - Microsoft Internet Explorer
J File Edit View Favorites Tools Help
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Favorites
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Back Earninand Stop Refresh Haome Search

j Linls @Windows E2 godfe.jpg @ Customize Links @ Free Hotmail

»

J Address @ hittp: v, zone-h.com,

j @ Go

EAST EURDPERM IRFORMATION SECURITY RSSOCIATION

ZONE-H

IT - SECURITY INFORMATION NETWORK

MAIN MENU

Hormepage

Forum section

Adwvisories

Cownload area
Defacernent/crirne archive
loin Zone-h IRC chat
Stats & Graph

Internal / External All news
Meet our staff

Cperators performance
Defacernents notifications
Subscribe mailing list
Disclaimer

Zone-H in numhers:

2 Adrinistrators

7 Super Operators

9 Qperators

179 Mail subscribers
35223 Defacerments
214 Forurn ressagges
710 Downloadahble files
10 Defacements on hold
S0 Users on-line

I R

Heaping Knowledge Free

|@ Done

| I_ l_ |ﬂ [nternet



Virksomheder der er blevet hacket

Ericsson, Nokia, HP, Siemens, Nissan, Asics, PackardBell,
Telenor, Citroen, Texaco, Dell, 3com, Honda, Canon, Borland,
Sanyo, Yamaha, Renault, Audi, Kenwood, Samsung, Acer,
Volkswagen, Olivetti, Hyundali, Epson, Pepsi Cola, Coca Cola,
Daewoo, Pfizer, IBM, Alcatel, Fiat, BASF, Fujitsu, ICQ.com,
Lexmark, Rebook, Xerox, Sony, Lucent, ACNielsen,
Sharp, Unicef, Unesco, Nestle, Pizzahut, Opel, Virgin, Cobalt,
AOL, Nintendo, Benetton, McDonalds, Burger King, NEC,
Firestone, Goodyear, Subaru, Realnetworks, Mercedes, Suzuki,
Nike, Verisign, RSA, Whitehouse.gov, FreeBSD.org, Apache.org,
Mercedes-Benz, Creative, Hard Rock Cafd Tripwire, Honeywell,
Nasdaq, Ebay, Cnet, Nestle, Dinersclub, VISA, Rolex, Ford,
SANS, Internet Fraud Complaint Center, Saferinternet.org,
Windowsupdate.microsoft.com + 20 andre Microsoft hjemmesider



www.amager-markiser.dk

; Amager Markiser SsunMatic - Microsoft Internet Explorer
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www.amager-markiser.dk

Vuln -> IP

IP -> vuln



Hvor lang tid tager det
at blive hacket?

FTP server 3 gange pl12 timer
15 min
lkke over 48 timer



Scanner: tjek efter slrbarheder

[1isadm n/bdir. htr

/ t ool s/ newdsn. exe

[ scripts/sanples/details.idc

[ scripts/sanpl es/ctguestb.idc

/11 sadnmpwd/ aexp4b. htr

| 1 ssanpl es/ query. asp

[ exal r/ search/ advsearch. asp

[ sanpl es/ adct est . asp

[ advwor ks/ equi pnent/ cat al og_t ype. asp
[ sanpl es/ search/ queryhit. htm

/i 1 ssanpl es/ sdk/ asp/ docs/ codebrws. asp

' 2002 KPMG



En sikkerhedstest kan give:

Nattero - systemet virker som man tror
Et dybere check af udvalgte mLl
En baseline - s dan er vores sikkerhedsniveau



Priser:

Fra 1.000 til 1.000.000 kroner



Tester alle sikkerheds firmaer ens?

NEJ



Bliver alle s ¥rbarheder sl ]altid fundet?

Nej, (falske negativer)
Forskelle pUopsUtninger
Forskellige lande

Trafik mistet pUInternettet




Bliver alle s ¥rbarheder sl ]altid fundet?

/ scripts/sanpl es/ctguestb.idc
/ scripts/sanpl es/ctgestb.idc



Nessus - open source vulnerability
scanner

ChangelLog for nessus-core, nessus-|ibraries,
nessus-pl ugins, |ibnasl - 2002/04/18 13:43:10

1.1.15/1.2.0 :

changes by Peter G [ndl (pgrundl @png. dk) and
Carsten Joergensen (carstenjoergensen@png. dk)

- Extensive review of the plugins and
t heref ore nunerous fi xes



Bliver alle s ¥rbarheder sl ]altid fundet?

Nej, (falske negativer)
Bliver testen overhovedet udft rt
Forskelle plenkelte testers viden



Sikkerhedstest, penetrationstest og
slibarnedsscanninger




Scanninger eller test

To prisklasser
- Automatiske scanninger
- Manuelle test



Automatisk sCrbarheds-scanner




Sikkerhedstest, penetrationstest og
sLifbarhedsscanninger

Automatiske virktt |

- Vigilante SecureScan NX

- NAI CyberCop

- ISS InternetScanner

- Cisco NetSonar

- OpenSource: Nessus, Saint, Satan etc



NAI - CyberCop

i Module Configuration Dialog

Fdodu

Fun | D Mame & | Fun|ID Hame
Concel | 1000 Information Giathering and Fie 1001 Finger access control check
Select Default | 2000 File Transter Pratocols [25/28] 1002 Finger Digthost check
3000 Hardware Peripherals [10/10] 1003 Finger Redirection Check,
—|Unselect Dsnoerie 4000 Backdoors and Mizconfigurations [34/34] 1004 Finger .(@target-host check
Select Al | 5000 SMTF and Mail Transfer [21/21] 1005 "tuzers” service check
GO0n Femate Procedure Call Services [23/23] 1006 Telnet service banner present
U= laei | 7000 Metworked File Systems [12/12] 1007 SMTP banner check
Select Group | 2000 Denial of Service Attacks [BE/5E] o0z FTP banner check
000 Pazsword Guessing/Grinding [9/9] 1009 Anonyrmouzs FTP check
Unselect Graup | 10000 world Wwide Web, HTTP, and CiGI [92/52] oo "rstatd" check
Copy From... | 11000 Metwork, Protocal Spoofing [3/3] 101 "%, 25" gateway RPC service present
13000 Firevealls, Filters, and Praxies [15/15] 1mmz "bootparamd” RPC zervice present
14000 Authentication Mechanizms [7/7] 1ma Gopher daemon check
I SaveAs Template 15000 General Remote Services [44/44] 1014 IRC server present
Template Mame: 16000 SME/MetBIOS Resource Sharing [15415] e Metstat check
I— 17000 Domain Mame Syaten and BIND [18/18] 1m7 Syztat check
18000 windows HT - Metwork Yulnerabilities [35,/35) 1ma FSF daemon check
20000 SMMP/MNetwork Management [13/13] 103 S5H information obtained
Scan Type 21000 Metwark Port Scanning [5/8) 1021 ESMTP check
£+ Wulnerability 22000 windows NT - Browser Zone Palicy [22/22] 1023 |dentd usermame gathering
" CASL Modules 23000 Windows MT - Privilege Enumeration [31./31] 1024 Routing table retrieved
24000 Windows MT - Local System Policy [26/26] 1026 rpe.rquotad check,
28000 windows NT - Auditing and Pazswaord Palicy [23/23] 1028 rpc.sprayd check
26000 windaws HT - Infarmation G athering [10/10] 1032 ICHP timestarnp abtained
28000 Windows MT - Service Packs [SP) and Hot Fikes [HF) [102... 1033 |ICHP netmaszk. obtained
29000 windows MT - Third Party Software [20/20] 1034 "rpcbind” RPC service present on high numbered port
30000 windows MT - Services [12/12] 1035 Finger search. *{@host check
000 Windows MT - Remote Access Server [12/12] 1036 WA W eb Server Version
32000 Databaze VWulnerabilities [3/3] 1037 "portmapper’’ or "rpchind” RPC service present
7] 1038 5K e Rarmer Chick
todule Description
1001 Finger access control check
Risk Factor: Low Complexity: Low Fixease: Simple
Popularity: Popular Rootcause: Implementation Impact: Intelligence
[ |

start ||| 1) @& 50 A R

|J IBEyherEup scanner - [C... 3 ]scanner sebupS.brp - Paint




ISS - Internet Scanner



