
Hacktivism

What is Denial-of-Service?
Distributed Denial-of-Service

Hacktivism



Classic Denial-of-Service attack:

Attacker Firewall TargetRouterInternet

User



3-way handshake:
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SYN-flood:
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Clients

Distributed Denial-of-Service attack

Attacker Agents Firewall TargetInternet
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Distributed Denial-of-Service attack
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Distributed attacks - client side

Zapatista FloodNet (april 1998)
Etoys.com >< Etoy.com

Cult of the Dead Cow
‘Human rights groups’ and hackergroups working together
Hacktivism applications



Definitions

“ virtual sit-ins”
“ web page defacement”
“ surveillance”
“ hacktivismo“
“ hacker activism”  



Distributed Denial-of-Service attacks -
client side

Firewall TargetInternetAttackers



Etoy - ToyWar



Floodnet



ToyWar

Strategy: make the stockprice go down

Rumours

E-mail
Denial-of-Service





MARSeyes



Reverend Billy of the Church of Stop 
Shopping



No Starbucks Flood



Zapata Floodnet

Reload a targeted webpage several times per minute.
Spam targeted server error logs. 



Zapata Floodnet



Zapata Floodnet



S26 - IMF flood



S26 - IMF flood



S26 - IMF flood



S26 flood

Examples:
Are+you+great+criminals?
Does+IMF+really+care+about+people?
Does+WTO+really+care+about+people? 
Does+etoys+care+about+their+stock+price?
Is+mafia+a+member+of+your+family?
You+cannot+stop+a+global+protest
this+is+not+a+terrorist+attack+just+a+democratic+virtual+sit+in

wbln0018.worldbank.org/research/workpapers.nsf/SearchResult?openform&F0N=
wbln0018.worldbank.org/HDNet/HD.nsf/SectorPages/Education?Opendocument
www.imf.org/external/pubs/cat/brcat.cfm?brletter=D&brtype=Author
www.fsforum.org/Training/BySubject.html

And many many more.



S26 - IMF flood



S26 - IMF flood



S26 - teaching people to use IRC



Create your own ”virtual sit-in”



Politically motivated 
“ web-defacements”



Politically motivated

Aim is to create as much attention 
as possible

� Changing popular webpages
� Changing the oppositions 

webpages
� Denial-of-Service attacks
� Governments - political conflicts



Politically motivated



Politically motivated


